UBND TINHKIEN GIANG CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phiic
Sb: Fe/STTTT-VICNTT Kién Giang, ngay OF thdng 11 nam 2019

V/v ra quét, xu 1y, béc gd ma d6c chién dich
tAn cong mang co chu dich

Kinh gui:
- Trung tAm Tin hoc - Cong béo — Van phong UBND tinh;
- Trung tdm Cong ngh¢ thong tin va Truyén thong;
- Trung tim Céng nghé thong tin — S& Tai nguyén va Moi truong.

Can ctt Chi thi sd 14/CT-TTg ngay 25/ 05/2018 ctia Thi tuéng Chinh phu vé
viéc nng cao nang luc phong, chong phan mém ddc hai;

Thuc hién Cong van 5O 1024/CATT1:—VNCERT ngay 30/10/2019 cua Cuc
An toan thong tin -Bo Thong tin va Truyen thong vé viée ra quét, xur ly, boc g0
ma doc chién dich tan cong mang c6 chu dich (Kém theo Cong van nay).

S& Thong tin va Truyén thong d& nghi céc don vi khén truong thuc hién ra
quét, xtr 1y, béc g& ma doc trén hé thong cac may chu thudc pham vi quan ly va
giam sat, ngan chin ket noi dén cac may chu diéu khién m3 doc APT theo huong
din cta Cuc An toan thong tin tai Cong van so 1024/CATTT-VNCERT ngay
30/10/2019.

Sau khi thue hién, dé nghi céac co quan, don vi bdo céo tinh hinh 1ay nhiém
v két qua xtt Iy vé S¢ Théng tin va Truyén thong truée ngay 12/11/2019 dé tong
hop, béo céo Cuc An toan thong tin.

Théng tin lién hé: Phong Vién théng va Cong nghé thong tin - S& Thong tin
va Truyén thong, dién thoai 0297.3921678 hodc 0914789885 (d/c Minh); Email:
ltminh.stttt@kiengiang.gov.vi.
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Viv ra quét, xir ly, boc g& ma déc chién

e

Ha Ni, ngéy 30 thang AP ném 2019 |

dich tan cdng mang co chu dich

Kinh guri: .
- Cac don vi chuyén trach vé CNTT, ATTT cua Vin phong
Trung uong Dang, cac Ban cua Dang, Vin phong Cha tich nudc,
Van phong Quéc hoi, Van phong Chinh phu;
- Céc don vi chuyén trach vé CNTT, ATTT céc B9, nganh;
- Cdc don vj thudc B9 Thong tin va Truyén thdng;
- Cac S& théng tin va Truyén théng;
- Céc Téng cong ty, Tap doan Kinh té, cac Té chuc Tai chinh,
Ngan hang;
- Cdc Doanh nghiép ha tang Internet, Vién théng, Dién luc,
Hang khéng, Giao théng Van tai;
- Thanh vién mang luéi tng ctru su ¢d Quéc gia.

Can cur Chi thi 14/CT-TTg cua Thu tuéng Chinh phu vé “néng cao nang
luc phong, chéng phan mém doc hai”, Quyét dinh s 05/201 7/1QD-TTg cua Thu|
tuéng Chinh phit va Théng tu s6 20/2017/TT-BTTTT cia Bé truéng Bo Théng
tin va Truyén thdng quy dinh diéu phéi, ng clru sur cd an toan thong tin mang
trén toan quéc.

Thyc hién cdng tdc theo dbi va gidm sat trén khéng gian mang Viét Nam,
Cuc An toan thong tin da phat hién va ghi nhan chién dich tin cdng mang co 1o
chie va ¢6 chu dich (APT) véi mdy chu diéu khién dat bén ngoai lanh thé da
phat tdn ma déc quy mé 16n nham vao céc hé thong thong tin cua cac co quan
Chinh phti va chu quan hé théng théng tin ha tang quan trong quéc gia tai Vit
Nam. Hién nay Cuc An toan thong tin da xac dinh dugc hon 400,000 dia chi [P
bi lay nhiém v6i hon 16 bién thé cia ma doc trong chién dich nay.

Cuc An toan thong tin dé nghi c4c co quan, t6 chire, doanh nghiép thuc
hién gap cac bién phap cu thé nhu sau:
1. Huéng dan nguoi st dung, khich hang tai cong cu ra quét, diét cac ma
doc cua chién dich APT theo dudng din:
http://rem ove-apt.vnpt.vn/download/tools/incident-response-v I .0.exe;




2. Gidm st nghiém ngit, ngén chin két ndi dén cac may chd diéu khién
mi doc APT theo danh sach trong phu luc giri kem;
3. Sau khi thyc hién, dé nghi cac don vj béo cao tinh hinh iy nhiém va
két qua xur 1y (néu co) vé Cuc An toan théng tin trudc ngay 05 thang 11 nam |
2019. \
Trén day 13 loai ma doc nguy hiém. Tin tic ¢6 thé danh cép thong tin, tan
c6ng mang leo thang dac quyén gdy ra nhigu hdu qua nghiém trong, Cuc An
toan théng tin yéu cau Lanh dao cdc co quan, t chirc, doanh nghiép nghiém tuc
thye hién Lénh didu phoi.
Co quan Piu phoi Quic gia:
Cuc An toan thong tin
Dia chi: TAng 5 - Toa nha 115 Tran Duy Hung - Cau Gidy - Ha Noi;
Pién thoai: 091 8228754;

Hom thu dién tir tiép nhén béo cdo: ir@vncert.gov.vn.
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PHU LUC THONG TIN VE DOMAIN VA IP C&C SERVER LIEN QUAN
DEN MA POC APT
(kem theo céng vin séA/YCATTT-VNCERT ngay0/A0/2019)

I. Danh sdch cdc tén mién/IP méy chi diéu khién ma dc (C&C Server)

STT C&C STT C&C
1 adobephotostage.com 28 207.148.12.47
2 olk4.com 29 149.28.74.41
3 apple-net.com 30 207.148.78.101
4 wbemsystem.com 31 149.28.74.149
5 yahoorealtors.com 32 50.63.202.59
6 airdndvn.com 33 198.54.117.200
7 officeproduces.com 34 198.54.117.199
8 web.adobephotostage.com 35 198.54.117.197
9 Web.officeproduces.com 36 198.54.117.198
10 Up.officeproduces.com 37 162.255.119.:150
11 We.officeproduces.com 38 167.88.180.148
12 | Download.officeproduces.com | 39 167.88.177.224
13 geocities.jp 40 167.88.180.3
14 update.olk4.com 41 45.248.87.14
15 www.cab-sec.com 42 91.195.240.117
16 167.88.178.24 43 103.224.182.250
17 43.254.217.67 44 167.88.177.224
18 154.221.24.47 45 167.88.178.24
19 144.202.54.86 46 185.239.226.19
20 50.63.202.94 47 185.239.226.19
Z1 50.63.202.67 48 45.77.209.52
22 50.63.202.82 49 167.88.178.118
23 184.168.221.94 50 185.239.226.61
24 184.168.221.82 51 45.77.184.12
25 184.168.221.71 52 167.88.178.118
26 50.63.202.73 53 185.239.226.61
27 45,32.50.150 54 45.77.184.12




I1.

Danh sach ma bam (HashMDS5)

' STT Ma bam — MD3 |
______ | | 165F8683681A4B136BEIFID6EATFOOCE
2 | 9FF1D3AF1F39A37CODC4CEEBI8CC37DC
3 |4FE276EDC21EC5F2540C2BABDS1C8653
4 |43067F28DC5208D4A070CF3CCY2E29FB -
5 | 11ADDA734FC67B9CFDF61396DE984559
6 | 08F25A641E8361495A415C763FBBIBT1
7 | 01D74E6D9F77D5202E7218FA524226C4
§ | 6198D625ADA7389AAC276731CDEBB500 i
9 | 9B39EIF72CF4ACFFD45F45F08483ABF0
10 | 748DE2B2AA IFA23FA5996F287437AF 1B
[1 | 5SF094CB3B92524FCED2731C57D305ET8
12 | 9A180107EFBISAO0E64DB3CE6394328D |
13 | 03CF906B750EB335125695DA42F4EAFC
14 | F62DFC4999D624D01E94B89946EC1036
I5 | CA775717D000888ATF71A5907B9C9208
16 | AA115F20472E78A068C 1 BBF739C443BF
17 | CE7REA4ED30DBDF6BEA66561636298F0 B
I8 | 684EE90242C8552561 EESB8EE66016640
19 | B9C10D6E459061CA6304BCCD7CI4A47]
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